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ECA policy for security of Unmanned Aircraft System (UAS)

Introduction:

Following a request from the ECA RPAS WG, the ECA security committee has commenced the process of
producing security policy guidelines to be used by different WG members for information and use at meetings
that are attended in this area.

Security issues in the UAS arena are currently not prominently featured on the agendas of many committees and
WG’s. It is regrettable that specific security knowledge and reference to policies is often lacking.

The ECA Security WG has identified multiple security threat scenarios and modus operandi and has identified
the possible risks of an UAS being deliberately used against civil aviation. As a consequence continuing
examination of the security ramifications of UAS operation will continue. The Security WG would ask that it be
noted that some if the information held by the group is classified and may not be committed to a document.

It should also be noted that mitigations intended for different categories of UAS will be disseminated in separate
briefing leaflets issued by the security committee and updated when needed.

Undoubtedly not all UAS are or will be regulated, e.g. due to their size or type of operation. Such use might

however pose similar threats to manned aviation as regulated operations. It is therefore considered essential to
enhance and update measures necessary taken to prevent all UAS becoming a threat to manned flight.

ECA’S BASIC PHILOSOPHY:

1. A security threat and risk assessment of all types of UAS should be undertaken to identify and
understand the threat and risk for civil aviation.

2. Security should be regulated robustly, as compared to manned aviation.

3. Where regulation is limited, not possible or non-existent, the UAS should be restricted in its operational
capability.

4. Technology should be developed to detect UAS should they approach sensitive locations.

ECA’s security guidelines for REGULATED UAS:

1. General:

a) Stringent operational restriction and regulatory requirements are needed.

b) A SeMS system should be in place and a security threat and risk assessment should be integral part of
operation.

¢) The security standards of UAS should be equivalent to those applied to similar operation of manned
aircraft.

d) Al factors should be considered including, but not limited to, employees, location, accessibility,
technology, design properties, data link protocols, command structure including responsibilities, etc.

2. UAS storage:
The UAS should be stored and prepared for flight in a manner that will prevent and detect tampering and
ensure the integrity of vital components.

3. Remote pilot station:
A remote pilot station is similar in purpose to a typical aircraft cockpit; it should therefore likewise be
secured from threats, sabotage or unlawful interference.

4. Access to UAS storage area, remote pilot station or programming station:
a) The building designed or adapted for UAS system or components, including remote pilot station and
programming station to be programmed, operated, stored, serviced or maintained should have access
and security controls and procedures to prevent unauthorized entry, sabotage and unlawful interference,



to detect tampering and ensure the integrity of vital components

b) Persons, together with their items carried, entering these premises should be subject to identity control,
screening and security controls.

c) A background check should be conducted for persons granted unescorted access to these premises.

5. Personnel:
a) Personnel responsible for programming, preflight preparation and servicing as well as operating and
remotely controlling the UAS should be security background checked.
b) Security should be part of the training and awareness programs for all personnel involved in UAS
operation.

6. UAS and data link:

a) All UAS should be registered and have markings & identification

b) The UAS should have a system that makes the UAS detectable to other airspace users.

c) The UAS should have alternate systems in case of primary system failure.

d) The UAS system should be able to prevent ‘denial of service’, assure ‘integrity of data’ and provide
security of operation against jamming/spoofing etc. and to detect and react to such a breach.

e) The immunity of the data (e.g. command and control —C2-) link, the authenticity of the user and the
correctness of data transfer and processing should be protected against threats, attacks and acts of
unlawful interference.

f) Steps should be taken to ensure that no additional software and/or hardware can be, or have been, added
to any system component for malicious use at a later date, and that hardware and software within all
system components will perform the intended function only. In other words, it is essential to ensure

that:
i No other function other than the one intended can be performed;
ii. All uploaded functions will be verified to ensure correctness and authenticity of transfer;
iii. All users of the system shall be authenticated to the system as authorized users of that system;
iv. All commands between the system components shall be protected against corruption and not
interfered with
V. All commands and/or transmissions between the system components shall be acknowledged.
Vi. All system and components should be separated from the public internet.

7. Incident / accident reporting:
Data of accident and incidents should be compulsory reported and gathered in one database in a Just Culture
and SeMS environment.

8. Transportation of goods:

The transportation of goods carried should meet similar standards as those applied to manned aviation.

ECA’s security guidelines for UAS for which REGULATION IS LIMITED, NOT ABLE
OR NON-EXISTENT:

1. All UAS should be registered

2. All UAS should be identifiable (eg with sim-card technology)

3. Technical (build in) standards should be imposed that limit UAS operations in their capabilities in
geographical position, range, speed and altitude etc. to prevent unauthorized operations in restricted airspace
e.g. airfields, including heliports, and navigable airspace

The UAS should have a system that makes the UAS detectable to other airspace users.

Data of accidents and incidents should be reported and gathered in one database.

Strict enforcement should be in place if UAS is used in an unsafe and/or unsecure manner.
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